
HOW TO AVOID SPREADING
EMAIL VIRUSES

By Tim Moline

We’ve all heard about those new viruses like
MyDoom and MSBlaster that have been wre a k i n g
havoc with the Internet and email systems these
past few months. Many of these viruses pro p a-
gate by hijacking your or your company’s email
a d d ress lists.

You can avoid propagating these viruses by
deleting email that contains them without open-
ing the messages or their attachments. While
you can’t tell for certain which emails contain
v i ruses, you can follow a few simple rules that
will help you identify likely carr i e r s .

Most (though not all) of these emails include
attachments. Infection starts when a user opens
what appears to be an email from a friend,
c o w o r k e r, or relative. The subject line re a d s
something like “I love you,” “Haven’t heard fro m
you for a while,” or “Hello.” You may also
receive viru s - c a rrying email from people you do
not know. These emails often have suspicious or
overly familiar subject lines. 

As a rule of thumb, email from people I don’t
know gets deleted. I also delete email from those
I do know if the email contains an attachment
and has a subject line that doesn’t seem quite
right. If the message was important, the sender
will contact me again!

In Microsoft O u t l o o k you can easily pre v i e w
the first few lines of each email you re c e i v e .
Click on “View” and then select “AutoPre v i e w. ”
This will allow you to safely see the first thre e
lines of a new email without actually opening it.
I do not use the “Preview Pane” that opens each
email automatically.

In today’s Internet world we all must be a bit
suspicious of email from people we do not know
or from people we would not expect to hear
f rom. The easiest way for viruses to propagate is
by unsuspecting users automatically opening
email messages and their attachments without
taking a moment to think. Once an attachment
is opened it can harvest address lists and send
itself to everyone on them using your name!

The key words for email and Internet users are
“Be alert ! ”
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Tech Tips provides information on the use and mainte-
nance of computers. PREL offers no guarantee against
any loss that may occur to your computer system as a
result of using this advice. Professional assistance
should be consulted as appropriate.

PARTNERSHIP FOR 21ST CENTURY SKILLS
www.21stcenturyskills.org
An alliance of business, education, and
g overnment leaders bring together their
e x p e rtise to discuss student pre p a r a t i o n
for the 21st century. Tools on the we b-
site available for downloading include
the Milestones for Im p roving Learning
and Education (MILE) Guide and
MILE online assessment. The MILE
Guide focuses on school improve m e n t
planning and goal setting to pre p a re
students for this millennium. It
includes helpful hints for states, dis-
tricts, and schools on topics such as cre-
ating benchmarks, applying for grants,
and creating assessment tools.

APPLE TECHNOLOGY PLANNING GUIDE
www.apple.com/education/planning
This Technology Planning Guide is a
tool to assist educators in creating and
implementing a technology integration
plan at a school or district level. T h e
tool breaks the process down into eight
steps, walking the user through the
thought process. The site also prov i d e s
case studies from two school districts.

EDUCATION LEADERSHIP RESOURCE
LIBRARY
http://cllc.edc.org/rl
This website compiles articles and
other re s o u rces for educational
administrators and re s e a rchers. T h e
re s o u rces, all of which have been
submitted by re g i s t e red users of the
site, are organized into subcategories
and topics under two broad content
a reas: Leadership De velopment and
Leadership Policy En v i ro n m e n t .
Users can search or browse the
re s o u rces to quickly locate those
most re l e vant to their intere s t s .

These websites we re active as of Ap r i l
2004. PREL cannot guarantee that they
will continue to be available for any give n
period of time.

Links to Helpful Education Resourc e s
>fi n d i to n l i n et e cht i p s
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Educational leaders have many mandates to follow. Websites can help
leaders succeed in this complex environment by providing up-to-date
information bringing together policy, analysis, and educational prac-
tice. The sites listed below provide particularly useful information for
administrators and educational decision makers.


